ImageSite Client

ImageSite Client is a Windows application that uses Web 2.0 technologies to enable a
rich collaborative experience when working with ImageSite’s web-based document
management system.

Web 2.0 offers direct desktop access to dynamic content on a web server including
document status and attribute data (metadata). Web 2.0 enables the most current
web technology standards for compatibility with new applications.

ImageSite Client is directly embedded within Windows (and Windows applications
like Microsoft Office) for the communication between the customer’s personal
computer and the ImageSite web server.

ImageSite Client access is similar to a Windows user connecting to a locally “shared
server”. However, with ImageSite Client, documents are stored and managed on the
ImageSite Web server with controlled access, automatic versioning, and other
document management features provided through ImageSilte.

Requesting the logged in user's
identity from Windows to authenticate
the user and automatically log them
into ImageSite (for on-premise
installations)

Downloading a file, or multiple files,
from the ImageSite/EngineBox server
to the user's local file system without
typical browser prompts

Automatically opening up local
applications after files have been
downloaded

Retrieving a file from the user's local
file system and uploading it to the
ImageSite/EngineBox server without
browser interaction

Scanning a user's configured
workspace folder structure to
determine if there are any new or
modified files to be uploaded.




WebSocket Adapter Features and Functions

The Adapter is primarily driven by requests from the ImageSite/EngineBox browser application.
The specific functionsinclude:

Scan Workspace — Scans the user's
configured local file system or network share
for new files that do not existin
ImageSite/EngineBox or modified files. New
files are uploaded and modified files are
uploaded and checked in as a new revision

Scan Workspace Folder - Functions the
same as Scan Workspace on a user specified
folder within the workspace

Download File(s) to Workspace —
Downloads one or more files as read only
from ImageSite/EngineBox to the user's
configured workspace on the local disk or
network share

Download File(s) to User Specified
Location - Downloads one or more files as
read only from ImageSite/EngineBoxto a
location on the local disk or network share,
as specified by the user via a file browser
dialog

Check Out Files to Workspace - Downloads
a file as read/write to the user's configured
local workspace. The user can then modify
the file with its associated application and
checkitin as a new revision

Open File - On download or check-out the
user can optionally specify the file's
associated application open the file

Upload File - Uploads a file into
ImageSite/EngineBox from the user's local
disk or network share, as specified by the
user via a file browser dialog

Check-In File - Uploads a file into
ImageSite/EngineBox and creates a new
revision of the file from the user's local disk
or network share, as specified by the user via
a file browse dialog

Update Local Workspace Tree -
Automatically creates folders in the user's
configured workspace to mirror the folder
that exists in the corresponding location in
ImageSite/EngineBox

CSV Upload - Allows the user to browse to
and select a comma separated values
(CSV) file from the local file system and
automatically upload the files specified
within the CSV along with their associated
attributes

CAD Related Features — Automatically
downloads files that are referenced by the
file being downloaded or checked-out.
Automatically uploads files being
referenced by the master file being
uploaded or checked-in. Referenced files
than cannot be automatically located on
the local disk invoke a prompt for the user
to manually specify the location

Options for Download and Check-Out -
Includes prompting for overwriting existing
files and whether to open the file in its
associated application

Options for Upload and Check-In -
Optionally specify if a dialog should be
displayed after upload that allows entry of
the file's attributes. Optionally, specify if
the system should promptthe user for
reference files that it cannot locate.
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Technical Aspects

Other technical aspects of the WebSockets Adapter:

=  HTTP supportenforces an Access-Control-Allow-
Origin to limit requests only from the local PC

= Tunnelingis not allowed through any WebSocket
support within the WebSocket Adapter

=  AUWHTTP requests outside the WebSocket channel
are intercepted and resultin a status 200 message

= AllWebSocket requests must be in the appropriate
format, including containing the encrypted ID

= Requests are validated against a limited set of
possible requests and any invalid requests are
ignored, with an error message being posted to the
log.
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